lpuioxenue 2
K 00si3aresibHOM nHdopMalUK
JJ1st pa3MellcHuUs Ha caiTe

HHOPOPMAIIHNOHHASI ITAMSITKA
JJIS1 OB YYAIOLUXCA IS PASMEUIEHUSI
HA OPUUHUAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbIM TOoJIOM MOJIOAXU B MHTEpHETe CTaHOBUTHCS 0OJIbIlLE, 2 LIKOJb-
HUKH OJHH W3 CaMblX AKTUBHBIX [10/1b30BatTeierd Pydera. Mexay rTem, NMoMHMMO
OTPOMHOI0O KOJIMYECTBA BO3MOMHOCTEH, MHTEPHET HeceT M npodJieMbl. JTa namsr-
Ka JI0JKHA IOMOYb Te0¢ O6e3011aCHO HaXOAMTLCS B CETH.

KoMIbiorepublie BUPYCDI

KoMnblorepHbli BUpPYC - 3TO pasHOBHMIHOCTL KOMIILIOTEPHBIX 1pOIpamM,
OTJIMYMTENLHOW OCOOEHHOCTBIO KOTOPOH sIBISIETCS CIIOCOOHOCTb K PA3MHOXKEHMUIO.
B nonosHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH MM TOJIHOCTBI) YHUYTOXHUTh
Bce (aiyibl U JaHHbIE, IOJIKOHTPOJIbHLIC MOIL30BATENIO, OT KMEHH KOTOPOro Oblia
3aMlyllleHa 3apa)KeHHas NporpamMMa, a TakKe I[MOBPEAUTb WIH JaXe YHHYTOXKHTD
ONEepallMOHHYIO CUCTEMY CO BceMHu dainaMu B uejom. B OonpmimHcTBE ciyyaes
pacrpoCTpaHstOTC BUPYChl Yepe3 UHTEPHET.

MeToab! 3a1KTh! OT BPEULOHOCHBIX POIPAMM:

1. Mcnoas3yli coBpeMeHHbIE OMNEpPaLUOHHbIE CHCTEMbl, MMEIOILHE CCpbe3-
HBIl YPOBEHbD 3aILUTLI OT BPEJOHOCHBIX NPOIPAMM;

2. IloctosiHHO yctaHaB/MBai navyry (ULMQpPoBbIE 3aILIATKH, KOTOPbIE aBTo-
MAaTU4YECKH YCTaHaBIMUBAIOTCA C LICJIbIO J0Pa0OTKHU IIPOIPAMMBI) U JpyIrHe 0OHOB-
JeHUsa cBoeill onepauuMoHHOH cucreMbl. CkayuBail UX TOJILKO ¢ OQUUMATLHOIO
cafita paspaborunka OC. Ecim cywectByer pekHM aBroMaTH4ecKoro oOHosile-
HUS, BKJIOYU €ro;

3. PaboTaii Ha cBOeM KOMIBIOTEpE MO/ [paBaMu I10J1b30BATEs, a He a/IMH-
HUCTpaTtopa. DT0 He MO3BOIUT OOJILIIMHCTBY BPEAOHOCHBIX I1POI'PAMM HHCTA LIN-
pOBAaTLCS Ha TBOEM NEPCOHAJILHOM KOMIIBIOTECPE;

4. Ucnonb3yil aHTUBUpYCHLIE 11PpOIpaMMIbIe [TPOAYKTBLI U3BECTHBLIX MPOU3-
BOIMTEEH, C aBTOMAaTHYCCKMM O0HOBJIEHHUEM 0a3s;

5. OrpaHuub GU3UYECKUMA JOCTYI K KOMIILIOTEPY 1St HOCTOPOHHUX JIKLL;

6. Mcrnonp3yl BHCIUHHC HOCHTC/IH MHPOPMALUU, TaKMEe KaK (JICILUKE, JMCK
WK (pail U3 HHTEPHETA, TOJILKO U3 [IPOBEPEHHBIX UCTOUHUKOB;

7. He orxpbiBali KOMILIOTEpHbLIE (haliibl, NOJYUEHHDLIC U3 HEHAULECKHBIX HUC-
TOYHUKOB. Jlaxke Te (aniibl, KOTOpblE NPUC/Ial TBOH 3HAKOMBIH. Jlydllie yTo4Hu y
HEro, OTIpPaBJAa 1M OH Tedec Ux.

Ceru WI-FI

Wi-Fi - 310 He BuA liepejiadyu JaHHbIX, He TEXHOJIOUs, @ BCCIo JINLIbL OpeHA,
mMapka. Eme B 1991 roay Huuep/ianjackas KoMlaHus 3aperucrpuposaia OpeHA



"WECA", 4yro obosnauano ciosocoyeranue "Wireless Fidelity", koropsiii nepe-
BOAMUTCS Kak "GecrnpoBOAHAS TOYHOCTD".

Jo Haulero BpemeHw Jiolna Jipyras abopeBuarypa, Koropas sBisercsi TaKoH
Ke TexHojoruei. Jto abOpesuarypa "WIi-Fi". Takoe Ha3sanue ObUIO JdaHO ¢
HAMEKOM Hd CTaHaapT Bbiculel 3ByKoBo# rexuuku Hi-Fi, 410 B 1iepesojie o3naya-
eT "BbLICOKasi TOYHOCTD".

Jla, OecnaTHbIA MHTEpHET-A0CTYIl B Kade, OTeJIsIX ¥ adpoIIopTax sB/IsieTcs
OTJIMYHOH BO3MOXHOCTBIO BbIXOJa B MHTepHer. Ho MHoOrue skcreprbl CUMTAIOT,
uto ollenoctynuble Wi-Fi ceTu He sBIISIOTCS 0€30MacHbIMHU.

Cosetsl 1o 0e3onacHocT paboTsl B 001Ie0CTYIHBIX ceTsix Wi-f1:

1. He nepenasaii cBoio Mu4Hyio nHGoOpMaLuio dyepes oolneocryiinbie Wi-Fi
ceTd. Paborasi B HUX, XKeaTelIbHO He BBO/MTH 11apOJIK J0CTYIIa, JIOTHHBl U KaKue-
TO HOMeEpa;

2. Vcnosnb3yi v 0OHOBIISIH aHTUBUPYCHbBIE IIporpaMMbl U OpaHiMayep. Tem
caMbIM Tbl 00e30naculllb ceOst 0T 3aKauku BUpYyca Ha TBOE yCTPOUCTBO;

3. [1pu ucnonbzosanuu Wi-Fi otkmoun gynkimio "O6uwmi noctyn k daii-
nam W npunrepam". [lanuasi GyHKUMS 3aKpbITa [0 YMOJIYAHMIO, OJHAKO HEKOTO-
pble M0Jb30BATENM aKTUBUPYIOT €€ JUIA y100CTBA UCIIOJIb30BAHKS B paldoTe Wil
y4uebe;

4. He wucnous3yin 1nyouuunsil WI-FI ans nepejgauu JIMYHBIX J@HHbBIX,
HallpUMeED JUIst BBIXOJA B COHMANILHBIC CETH MIIM B DJIEKTPOHHYIO [OYTY;

5. Mcnonb3yi 1oiibKo 3amuuieHsoe coegauucnue yepes HTTPS, a ne HT'TP,
T.e. IpU Habope BeO-aapeca BBOIM UMEHHO "hitps://";

6. B moOuiibHOM Tenedonre orkinoun pyukuuio "Tlogknouenue k Wi-Fi as-
TomatHuecku'. He nomyckail aBToMaruyeckoro noak/IlO4eHust yCTpoicTBa K ce-
1siM Wi-Fi Oe3 TBoero coriacusi.

CoumanpHble ceTH

CounanbHbIC CETH aKTUBHO BXO/ST B HALIY JKU3Hb, MHOI'ME JIIOAM padoTaior
M XKUBYT TaMm NOCTOIHHO, a B Facebook yixe 3aperucrpuposan MuILIMapaA YeJI0Bek,
4TO SBJIAETCS OAHOM CeAbMOM BCEX KUTC/IEH 11aHeThl. MHOIUe 110J1630BaTe/d He
[IOHMMAIOT, 410 WH(pOpPMaLMsl, pa3MelIeHHass UMU B COLMAJIbHbLIX CETSIX, MOXET
OBITb HaFIIICHa U HWCIIOJIb30BaHa K€M YyI'OAHO, B TOM 4YHCJIC HE 00s13are1pHo ¢ OJ1a-
T'MMH HaMepeHHSIMHU.

OcHOBHBIE COBETBI 110 OC30I1aCHOCTH B COUHAJILHbIX CETSIX:

1. Orpanuunb criucok apysed. Y 1edst B Jpy3bsix He JOJKHO ObITh Cilydai-
HbIX U HE3HAKOMBIX JIIOJ(CH;

2. 3amuiiain ¢Boro yacTHyIo xu3Hb. He ykasbiBai 1napoiiu, resedotbt, ajpe-
ca, 1aTy TBOEro pOXACHUS W APYTYO0 JUUHYI0 UHPOPMALIUIO. 3JI0YMbILUICHHUKH
MOTYT MCI0JIb30BaThL Jake HHPOPMALMIO O TOM, KaK Thl U TBOW POJIUTCIIN TJIaHH-
pyeTe MpoBeCcTH KaHUKYJIbl;

3. 3ammuian CBOIO peryTauuio - JICpXkM €c B YUCTOTE M 3ajaBai cede BO-
Ipoc: Xores Obl Thbl, YTOOLI Apyrue Mosjib30BaTeJIHd BUICIH, YTO Thl 3arpyxKaeip?
[lonymaii, mpex/ie 4eM 4To-To OIlyOIHMKOBATL, HAIIMCATbL U 3aIPY3UTD;



4. Eciti Tl rOBOpMIIb € JIKOJAbMHU, KOTOPLIX HE 3HAellb, HE UCHOJIL3YH CBOE
peaqbHOe MMs U APYI'YIO JUYHYIO MHGOOPMALIMU: UMSL, MECTO XKUTEJIbCTBA, MECTO
y4eObl U npouee;

5. U3beraii pazmeutenus pororpaduit 8 Unrepuere, rie Thl H300paxeH Ha
MECTHOCTH, 10 KOTOPOH MOXHO ONPEAEIIUTEL TBOE MECTOIOJIOKEHUE;

6. llpu peructpauuu B COLMAIBLHON CETH HEOOXOAUMO HCIIONIB30BATH C/IOXK-
HbIC MTapOJIH, COCTOSIIME U3 OYKB U LU(P U ¢ KOJIMUCCTBOM 3HAKOB HE MeHee 8

7. JAnsa coumanbHOM ceTH, NOYTHI M JAPYIUX CaHTOB HEOOXOIMMO HCII0JIbL30-
BaThb pasHble NapoJy. Toraa ecau teds B3JIOMAIOT, TO 3/10YMbILLIEHHHUKHU 110J1yYar
JOCTYIl TOJILKO K OJJHOMY MECTY, @ HE BO BCe cpasy.

DJIEKTPOHHbBIE AEHbIH

DNeKTPOHHbIE JIGHLIU - OTO 04eHb yA00HLIH cr1ocod maarexei, oJ1HaKko cy-
ILECCTBYIOT MOILCHHHUKH, KOTOPBIC XOTSIT 110JIYHUTh D1 JAE€HbIH.

DICKIPOHHbBIE ACHBLIM HOSBUIKCL COBCEM HEIABHO U UMEHHO M3-3a YTOI'0 BO
MHOTHMX rocy1apcrbax /10 CUX 110p He IIPOIIMCAHO [P0 HUX B 3aKOHAX.

B Poccun xe 0HM QYHKUHOHUPYIOT U O HHUX YXKE [POIIMCAHO B 3aKOHE, I/
UX pasAensloT Ha HECKOJIbKO BUJIOB - aHOHUMHbIE M HE aHOHUMHble. PazHuua B
TOM, YTO allOHMMHBIE - 3TO T€, B KOTOPbIX pa3pellaercs NpoBOAUTh OoNepaluuu 06e3
UAeHTUGHKAUMU NMONb30BaTels, 8 B HEAHOHUMHBIX UACHTH(UKALLMSA [10J1b30BaTes
siBjIsieTCsl 00s13aTeNIbHOM.

Taxoke cienyet pasivuarb J1eKTPOHHbIC HUATHBIE ACHLIM (PaBHbl rocyaap-
CTBEHHbIM BaJIlOTaM) U JJICKTPOHHbIE HedHUaTHbIE JAEHbI'M (HE pPaBHbI rocyuap-
CTBEHHBIM BaJlOTaM).

OcHoBHbI€ COBETHI 110 0e30MacHoi padore ¢ WIEKTPOHHLIMU JEHLIAMM:

1. IlpuBsixu K cuety MOOMJIBHLIA TejiedoH. DTO camblil y100HbLIH U ObICT-
pbIi CrIOCO0 BOCCTAaHOBUTD JOCTYN K cueTy. [Ipusszanusiil reiiedoH nomoxer, ec-
au 3a0yjlellib CBOW IUIATCKHBIA 11apoJib WM 3aijlelib Ha CalT ¢ HE3HAKOMOI'O
yCcTpoucTBa;

2. Ucnonp3y# oxHopa3oBsble napoiu. llocie nepexona Ha yCHileHITy10 aBTo-
pu3auuio Tede yxe He OyaeT yrpokKarh OlAaCHOCTb KPAaXKM MIIM llepexBara IU1aTex-
HOTI'0O NapoJs;

3. BeiOGepu cioxHbId naposib. llpectynHukam Oyicr HE IIpOCTO yrajaarb
CJIOXKHBIA napoJib. Hafaexxubie naposiu - 210 napoiid, KOTopele COACpKaT He MeHee
8 3HAKOB U BKJIIOYAIOT B ceOsl CTpOUHbBIC U MPOIHCHbIE OYKBbI, 1IM(pPbI U HECKOb-
KO CHUMBOJIOB, Takue KaK 3HaK JoJuiapa, QyHTa, BOCKJIMIATCIbHLIA 3HAK W T.M.
Hanpumep, $tR0Ong!;;

4. He BBOAM CBOU JIMYHBIC JAHHbIC HA CalTaxX, KOTOPLIM HC JOBEpselIb.

DJIEKTPOHHAS 1104TA

DIEKTPOHHAs 110414 - 3TO TEXHOJIOIUS U IIPEJLOCTABIACMbBIC €10 YCIYTH 110
[epeChUIKE U IOJIYYEHHIO 3JIEKTPOHHBIX COOOLIEHUH, KOTOPbIE paclipeneistoTCs B
KOMIbIOTEPHOH ceTh. OOBLIYHO IJICKTPOHHBIH HOYTOBLIM SALIMK BBLIMIAIHUT CICLY-
IOLIMM 00pa3oM: UMs_I0Jb30Bare/ss(@ums_oMeHa. Taxke kpome liepeadn npo-
CTOI'0 TEKCTa, UMEETCsl BO3MOXHOCTD [1epejiaBath (haiibl.

OcHOBHbIE COBETDI 110 0€3011aCHOA paboTe ¢ ICKTPOHHONA 1H0410MH:



1. Hazo BbIOpaTh npaBuibHbIA [MOYTOBBIA cepBUC. B uHTEepHeTe ecTb
OI'POMHBIN BLIOOP OecIIaTHLIX I0YTOBBIX CEPBUCOB, O/IHAKO JIyULIE J0BEPSTH TCM,
KOI'0 3HaellIb U KTO [EPBLIA B pEUTUHIE;

2. He yka3piBail B J1MUHON noyte NMUHYIO MH(pOopMauuio. Harpumep, jy4diue
BbIOpaTh "My3bIKaJbHBIA_(panar@" uim "pok2013" Bmecro "remal3";

3. Hcnoip3y#l AByx3TallHyl0 aBropu3auMio. DTO Korja I[HOMHUMO I1apoJist
HYXHO BBOAMTDL KO/, NpUcbUIaeMbii o SMS;

4. BpiOepH Cl0XHBIA Napois. /s Kax/10ro mo4ToBoIo siinka JJojke ObITh
CBOM HaJEXHbIH, YCTONYUBLIA K B3JIOMY [1apOJib;

5. Ecau ecTb BO3MOXHOCTL HAIIMCATh CAMOMY CBOH JIMYHBIA BOIIPOC, UC-
110J1b3YH 3TY BO3MOXHOCTb;

6. Mcnonb3yid HECKOJIBLKO MOYTOBBbIX SWMKOB. llepBblid st yacTHOM 1epe-
MIMCKH C ajpecaTtaMH, KOTOPLIM Thl [0Bepselib. DTO JEKTPOHHbIA a/1peC HE Halo
UCI0JIL30BATh IPU pErUCTpalUu Ha ¢popyMax u cailrax;

7. He orkpblBaldl Qaiibl U Jpyrue BJIOXKEHUS B IIMCbMAX, Jaxe ec/id OHU
NPUUUIM OT TBOUX Apy3ei. Jlyduie yTo4yHU y HHUX, OTHPABISIM JIK OHU Tede ITH
OEVRISH

8. Ilocne oxoHuanusi paborbl Ha I[IOYTOBOM CepBMUCE Ilepell 3aKpbITHEM
BKJIQJIKM ¢ caliToM He 3a0yjb Haxars Ha "Boeridru",

KuOepOysumuHr uim BupryaibHoe U3/1eBaTeIbCTBO

KnbepOymuur - npeciieoBaHde cOOOLEHUAMHU, COLAEP)KALLMMHU OCKOpOJIe-
HMS$, arpecculo, 3alyruBaHUe; XyJIHIraHCTBO; COllMa/IbHOe DOMKOTUpOBAHHE C T10-
MOILBIO Pa3/IMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl 10 0opLle ¢ KUOEPOYITMHIOM:

1. He Opocaiics B 00#. Jlyquinii crioco0: ocoBeroBarbes Kak cedst BeCTH H,
€CJIM HET TOro, K KOMY MOXHO OOpaTHTbLCS, TO BHavajle yCHOKOWTbCS. Eciau Thi
Ha4Hellb OTBEYaTh OCKOPOJEHHUSIMM Ha OCKOpOJIeHMs, TO TOJNLKO elle Oosblie
pa30xOKellb KOH(IIUKT;

2. YnopaBnasi cBoelt kubepperyTauuei;

3. AHOHHUMHOCTb B cerd MHuMas. CylecTBYIOT CIOCOObl BbIACHUTb, KTO
CTOMUT 3a aHOHHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJMranckuil oOpas BHpPTyalbHOH >kM3HH. MurepHer
(UKCUPYET BCE TBOM ACHCTBUA M coxXpausieT ux. YHaluTb ux Oyler kpaine 3a-
TPYUHUTENIbLHO;

5. CoOmoaai cBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit eanHuyHblil HeraTuB. OHOpPA30Bble OCKOPOUTEIbHbBIE CO00-
LIEHUs Jy4ylie urHopuposarb. OOBIYHO arpeccusi NpeKpallaercs Ha HadalbHOM
CTaluH;

7. ban arpeccopa. B niporpammax oOMeHa MI'HOBEHHbIMUA COOOIICHUSAMH, B
COLIMAJIBHBIX CETSIX €CTb BO3MOXHOCTL OJIOKHPOBKH OTIIPABKM COOOILEHHUI C Ollpe-
JIeJIEHHbIX a/1pecoB;

8. Eciin b1 cBUueresb KubepOysuinura. TBou AeAcTBUA: BLICTYIIUTL HPOTHUB
npecienoBarteisi, IoKasarb eMy, 410 ero JeHCTBYS OLECHUBAIOTCA HCrATUBHO, 110/1-
JepXKaTh KEPTBY, KOTOPOH Hy)KHa IICUXOJIOTHYECKas [TOMOIb, COOOIMUTDL B3POC-
NBIM O (haKTe arpeCCUBHOIO MOBEAEHHUS B CETH.



MoOuabHbIA Tenedon

CospemeHHble cMapT(hOHB! U MIAHILIETLI COJEPXKAT B cebe BHOJIHE B3POC/IbIH
(QYHKUHOHAN, ¥ TENepb OHH MOI'YT KOHKYPHUPOBATH CO CTAIMOHAPHLIMM KOMIIbLIO-
TepamMy. OJHAKO, CPEACTB 3alMThl Ui 10J00HBIX YCTPOMCTB [10KA OUCHb MAJIO.
TectnpoBanue ¥ NOUCK YS3BUMOCTEH B HUX IIPOMCXOUT HE TAK HHTEHCUBHO, KAK
aa 1K, o ke camoe kacaercsi U MOOUIIBHBIX TIPUJIOKEHUH.

CoBpemeHHble MOOMIIbHBIC Opay3epbl YXKe NPaKTHUECKHU JOTHAIM HACTOJIb-
Hbl€ aHaJIOrd, OJHAKO pacllMpeHHue (yHKIMOHAIA BJedeT 3a COoOOH O0JIbLIYIO
CJIOXXHOCTb U MEHBIIYIO 3alULUIEHHOCTb.

Jlajexko He BCe MPOU3BOJMUTCIMU BbIIYCKAIOT OOHORBICHHMS, 3aKpblBalOLIUE
KPUTHYECKUE YI3BUMOCTH JUISL CBOUX YCTPOMUCTB.

OcHoBHbIE cOBETbI Uit 0C3011aCHOCTH MOOWIIBLHOIO TeliedoHa:

Huuero He ssnsiercst no-nacrositiemy OecriiaTHeIM. by/ib 0CTOpOXKEH, Be/lb
koraa Tebe npeasaraior O6ecriaTHeI KOHTEHT, B HEM MOTYT ObITb CKPBITHI KaKHe-
TO IJIATHbIE YCIYTH;

Hyma#, npexuae uem otrnpasutb SMS, doro win Buieo. Tbl TOUHO 3HaeUIb,
rae oHu OyJlyT B KOHEHHOM HrTore?

Heobxonumo 0OHOBISITL O1EPALIMOHHYIO CUCTEMY TBOCI'O ecMapThoHa;

Hcnonp3yl aHTUBUPYCHbIC [IPOrPAMMbI JUIst MOOMIIbHBIX TEJIEPOHOB;

He 3arpyxali npuiaokeHus 0T HEH3BECTHOIO MCTOYHUKA, BE/Ib OHM MOLYT
COJIEPKaTh BPEIOHOCHOE HIPOI'paMMHOE obecneyeHue;

Ilocne Toro kak Tel Beliiielllb C CalTa, 1€ BBOAMI JMUYHYIO UHPOPMALKIO,
3aliiM B HacTpoiky Opay3sepa u yaanu cookies;

[lepronuuecku nposepsiii, Kakue MaaTHbIC YCJIYrd akTUBMPOBaHbLI Ha TBOEM
HoMepe;

Jasail coil HomMep MOOWILHOTO TesiedoHa TOJBLKO JIHOJSAM, KOTOPbIX Tbl
3Haeulb U KOMY JOBepsielib;

Bluetooth goaxeH ObITh BBLIKJIIOYEH, KOIJA Thl UM He nojp3yewnes. He 3a-
ObIBail UHOT1a IPOBEPSITH ITO.

Online urpsl

CoBpemMeHHbIe OHJIAMH-UIPBI - 9TO KpacO4YHbIEC, 3aXBaTLIBAIOWIUC pa3Blicye-
HMsl, OOBEIMHSIIOIIHE COTHH TBLICSY YeJIOBEK Io BceMy MHpY. Mrpokn uccrenyior
JAHHBIA UM MHp, 0OLIAIOTCS JPYT C JAPYTOM, BBIIOJIHSIOT 3a/IaHUsl, CPaXatores ¢
MOHCTPAMHM M IOJY4YalOT OIbIT. 3a YAOBOJILCTBUE OHU IUIATSIT: [OKYHAIOT JIMCK,
OIUIa4yMBalOT a0OHEMEHT WK IpHoOpeTaloT KaKrue-To OILMH.

Bce 3Tu cpeacrBa uayT Ha NOAACP)KAHMUE U PA3BUTHE UI'Pbl, & TAKXKE HA camy
6e30nmacHOCTb: COBEPUICHCTBYIOTCS CUCTEMbl aBTOPU3ALIUU, BbITYCKAIOTCS HOBBIE
naTtuy (UMGPOBBIC 3aILJIATKH IS [IPOIPAMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B noxoOHBIX HIpax CTOMT OHACATLCS HE CTOJLKO CBOMX COINCPHUKOB,
CKOJIbKO KpaXXd TBOErO [apoJisi, Ha KOTOPOM OCHOBAaHa CHCTEMa apropu3alvy
OOMbLIMHCTBA UID.

OcHoBHbIE COBETbI 0 OC30MaCHOCTH TBOEI'0 UI'POBOIO AKKayHTa:

1. Ecin apyroit urpok Bejer ceOsi MJI0X0 UM co3laeT Tede HEeIpHUsTHOCTH,
3a0JI0KHPYH €10 B CIIUCKE UIPOKOB;



2. Iloxany¥ca aiMUHMCTPATOPaM MIPbl Ha IIOXO0E [IOBEACHUE ITOTO UIPO-
Ka, JKeJlaTelIbHO NMPUIIOKUTh KaKUe-TO 10Ka3aTeabCTBa B BU/I€ CKPUHOB;

3. He yxaszwiBai nuunyto nudopManuio B npodaiie mrpsl,

4. YBaxa#l Ipyrux y4aCTHHKOB [0 UIpe;

5. He ycranaBiauBai HeodulMaNbHbIC 11aTYU U MOJIbI;

6. Mcrions3yi CiloKHbIC W pa3Hbie [1APOJIH;

7. Jlaxe BO BpeMsl MIpbl HE CTOMUT OTKJIOYaTh aHTUBUPYC. [loka Tbl Mrpa-
€lllb, TBOH KOMIIBIOTEP MOT'YT 3apa3UTh.

DULIKMHT UM KpaXka JIMYHBIX JalHBIX

OObI410# Kpa)keH JCHCr U JOKYMEHTOB CCI'OAHS YKE HUKOIO HE YAMBHULIb,
HO C Pa3BUTHEM HHTCPHET-TEXHOJIOI'MN 310YMBIULICHHUKH IEPEMECTHUIMCH B MH-
TE€pPHET, U TIPOAOJDKAIOT 3aHUMATLCH "TIOOUMBIM" JICII0M.

Tak nosBunachk HOBas yrposa: MHTCPHET-MOLICHHHUYECTBA WM (PUUIMHI,
rJaBHas 1ieJib KOTOPOro COCTOUT B IOJYHEHHUH KOH(UICHIIMAIbHBIX JaHHBIX M0JIb-
30BaTesied - NoruHoB U naposiel. Ha anrnuiickom s3bike phishing yurtaercst kak
¢uuuKr (ot fishing - puibHas siosss, password - naposin).

OcHoBHBIE COBETDI 110 0OpLOE ¢ PUIIUHIOM:

1. Cileid 3a CBOMM aKKayHTOM. Eciiy TbI 110J03peBacilb, YTO TBOS aHKETa
Obli1a B3JI0MaHa, TO HEOOXOAMMO 3a0JOKUPOBATL €€ U COOOLIMTH aJIMUHUCTPATO-
pam pecypca 00 3TOM KaK MOXHO CKOpee;

2. Mcnionb3yi#i Ge3onacHble BeO-CallThl, B TOM YHCJIC, HHTEPHET-MAl'a3uHOB U
TIOUCKOBBIX CUCTEM;

3. Ucnonp3yil cinoxHble U pasHble naposid. Takum oOpa3om, eciiu Teds
B3JIOMAlOT, TO 3JIOYMBILNICHHHUKH [OJIY4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY IpO-
buio B ceru, a He KO BCeM;

4. Ecau Tebs B310Manu, T0O HEOOXOAUMO HIPE/YIIPE/UTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE [100aBiieHbl Y T€0sl B JIPY3bsiX, O TOM, YTO TeOs B3JIOMAIM M, BO3-
MOXHO, OT TBOEro MMeHH OyJIeT pacchUIaThCs CIlaM M CCLUIKHM Ha (DHUIUHHIOBBIE
CAMThI;

5. Ycranosu Hagexubld 1aposis (PIN) Ha MOOMILHBIA TenedoH;

6. OTKIIIOYH cOXpaHeHHe Nnapoiis B Opaysepe;

7. He oTkpbiBail ¢ainbl v JIpyrue BJIOKEHHUs B MMCbMax, Jaxe €Cld OHHU
NpUULIM OT TBOMX jApy3ed. Jlyulue yro4Hu y HHX, OTIIPABISUIM JIK OHM TeOe ITH
thainbl.

[{udposas peryranns

[lubpoBas penyTalus - 3TO HeratuBHas WM MO3UTHBHAS HH(OpMALUs B
cetu 0 1cbe. Komnpomerupyiowas uiipopmalius, pazmeliennas B uureptere, Mo-
XKET Cepbe3HbIM 00pa3oM OTPa3UTLCA Ha TBOCH peajbHON xu3HU. "lindposas pe-
myTagus" - 9TO TBOH HMUJK, KOTOpbId hopmupyercss U3 HH(opmauuu o rede B
UHTEpHETE.

TBOE MECTO XKHTeJNbCTBA, YUeObl, TBOE (UHAHCOBOE 10JIOKEHUE, OCOOEHHO-
CTH XapakTepa W pacckasbl 0 OJIM3KMX - BCE DTO HaKalUIMBaeTICs B CETH.

MHorue noApoCTKH JIErKOMbBICJICHHO OTHOCSTCS K 11yOJIMKALHUKY JIMHHOH HH-
¢opmaunu B Murepuere, He NOHMMas BO3MOXKHBIX I10CJACACTBUHA. Tbl Jaxe He



CMOXEIb JOrafarbes 0 ToM, 4To Gororpadus, pa3melleHHas 5 JleT Hazajl, cTajia
NPUYMHON OTKa3a NpUHsITL TeOs Ha paboTy.

KomMmeHnTapuu, pasmeulenue tBoUMx Gororpaduit u Apyrde ACHCTBUS MOT'YT
He MCUE3HYThb Aaxke I10CJIe TOI0, KaK Thl UX yAaiulllb, Tbl HE 3HaACUIb, KTO coXpa-
HHJI 3TY MHQOPMALIHIO, 11011a/1a JIM OHA B IIOUCKOBbIE CUCTEMbI U COXPAaHMJIACH JIH
OHa, & TJIaBHOE: 4YTO IIOAYMAIOT O Tede OKPYXKAIoUIME JIIO/IM, KOTOpble HAWAYT M
yBUAAT 3T0. Halitu uHopmaliio MHOIO JIeT criycTs cMOXKeT Jo00# - kak u3 100-
pbIX NMOOYXIEHUH, TaK U ¢ HAMEPCHUEM [PUUYUHUTL BPEd. JDTO MOXKET ObIThb KTO
YI'OAHO.

OCHOBHBIE COBETDI 110 3aUIMTe HAPPOBON perryTaluu:

1. Ilonymaii, npexie yeM 4To-1o ny0JIMKoBaTh U repeaasarsh y ceOs B Onore
WJIH B COLMAJIbHOM CceTH;

2. B nHactpoiikax npoguis yCTaHOBH OrpaHUYEHHs Ha MPOCMOTP TBOETO
Npo(UIIA U €ero COAEPKUMOIr0, cieiail ero ToabKo "1ist [py3ei”;

3. He pa3smewmail u He yka3biBall MHQOpMALIMIO, KOTOPasi MOXET KOro-audo
OCKOPOJISATL UM OOUXKATD.

ABTOpPCKOE 11paBo

CoBpemeHHbIE UIKOJILHUKM - aKTUBHBIC 10JIL30BATC1M ULUUPPOBOIO I1pO-
cTpaHcTBa. OQHAKO JajeKo HC BCE 3HAIOT, YTO MOJIb30BAHUE MHOI'MMU BO3MOXHO-
CTAMHU LUPpPOBOro mMupa TpeOyer COOJIIOACHMS NPAB HAa UHTEILIEKTYAIbHYIO COO-
CTBEHHOCTb.

TepmuH "uHTEIUIEKTYAIbHASE COOCTBEHHOCTL" OTHOCHTCS K Pa3jIMYHbIM TBO-
PEHHUSAM 4YEJIOBEYECKOI'0 YMa, HadMHasl ¢ HOBLIX M300pereHuid U 3HakoB, 0003Ha-
YalOUIMX COOCTBEHHOCTL Ha IPOAYKIBI M YCIIYI'd, M 3aKaH4uuBas KHuramu, ¢oro-
rpaMsaMH, KWUHOGHUIbMAMHK U MY3bIKAJILHBIMH [IPOU3BCIACHUAMM.

ABTOpCKHE MpaBa - 3T0 [paBa Ha HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTbL Ha
NPOU3BEJICHUS HAYKH, JINTEPATYphl U UCKycCTBA. ABTOPCKHUE IpaBa BbICTYIAIOT B
Ka4yecTBe IapaHTUH TOI'0, YTO MHTEJICKTYa/IbHBIH/TBOPUYECKUH TPyl aBTopa He Oy-
JIET HANpacHbIM, 1acT €My ClipaBe/JIiBble BO3MOXXHOCTH 3apaboTrarb Ha pe3ylibra-
Tax CBOEro Tpy/Ja, MOJy4UTh U3BECTHOCTbL W NpusHauue. Hukro 6e3 paspeuieHus
aBTopa He MOXET BOCIPOU3BOLAUTE €ro IPOU3BEACHHE, paclipoCTpatsiTh, 11y0oany-
HO ACMOHCTpHpPOBAaTL, IpoJaBarb, HMIIOPTHUPOBATb, IIYCKATL B IIpOKal, I'IYGIIH“IHO
UCIIOJIHATD, [10KA3bIBaTL/UCIIONHATE B 3¢upe uin pasmearts B Murepuere.

Hcnonb3zoBanue "nuparckoro” nporpaMMHOro odecrieyeHus Moxer NpuBe-
CTM K MHOTMM pHUCKaM: OT MOTEpPH JaHHBLIX K TBOMM aKKayHTaMm /10 OJOKHPOBKU
TBOEro yCTpOWcCTBa, rje ycranoBjieHa HelerajibHas rporpamma. He crout takxke
3a0bIBaTh, YTO CYLIECTBYIOT JIerajibHble M OeclulaTHble IPOIPAMMBbI, KOTOpBIE
MOKHO HAlTH B CCTH.

O noprane

CeTeBHUOK.p(] - TBOU IJIABHBIH COBETYMK B CETU. 3/€Chb Thl MOXELUb Y3HATH
0 0€30MacHOCTH B CE€THU MOHATHBIM W JOCTYITHLIM fA3LIKOM, a IIPH BOSHUKHOBECHUM
KPUTUYECKOH CHUTyalUH O0paTHUTLCS 32 COBETOM. A TaKXKe IIPUHATbH ydyacTHE B
KOHKYpCax ¥ CTaTh caMbIM UGMPOBLIM I'pa>KIaHUHOM!



